
Maste rcard ID Theft Prot ect ion™ 

Program Description: 

Mastercard ID Theft Protection (IDD provides you with 
access to a number of Ident ity Theft resolut ion services. 
should you believe you ore a victim of Identity Theft. This 
product offering wi ll alert you about possible identity theft 
by monitorin g the surfa ce, dork and deep web, searching for 
compromised credentials and potentially damaging use of 
your registered personal informati on in orde r to detect fra ud 
at its inception. 

Eligibility: 

All Mastercard consumer credit cardholders in the US are 
eligible for this coverage. 

Access: 

Simply contact 1-800-Mastercard if you believe you have 
been a victim of Identity Theft. 

Services Provided: 

Services provided are on a 24-hour basis, 365 days a year. 
In order to receive the following services you must enroll at: 
https://mastercardus.idprotectiononline.com/. The services 
include: 

Online Monitoring Dashboard (requires activation): The 
online monitoring dashboard is the primory user interface 
for cardholders. It serves as a repository of al l the personally 
ident ifiable informat ion (PII) data the card holder wants 
to monitor, tracks and displays cardholders' risk score, and 
provides access to identity protection tips. It is also the 
platform for cardholders to respond to identity mon itoring 
alerts. 

Monthly Risk Alert/ Newsletter: Cord holders wi ll receive 
a month ly newsletter with information on the cardholder's 
risk score, and art icles pertaining to good identity protection 
practices. 
Identity Monitoring: IDT searches the internet to detect 
compromised credentials and poten tially damaging use of 
your personal information, and alerts you via email so that you 
can tak e immediate action. This platform uti lizes automated 
moni t oring and human threat intelligence from cyber 
operation s agents monitoring threa t act ors and their tactics 
on the deep and dark web where personal data is bought and 
sold. Dato element s that can be mon itored are: 

• Email addresses 

• Debit /credit cards/prepaid cards 

• Bank accounts 

• Web logins; username and password 

• Medical insurance cards 

• Drivers' license 

• loya lty cards 

•Affinity cards 

• Passport number 

• Vehicle insurance cards 

• Social Security numbe r 

To take advantage of this service, the card holder must 
ente r the personal information they wish t o monitor on the 
dashboard. 

Resolution Services: You will hove access to a t eam of identity 
theft resolution specialists, available 24 hours a day, 365 
days a year t o help resolve your identity theft incident and 
prevent further damage . The resolut ion specialists are native 
speakers of English, French and Spanish, and ore based out 

of Bet hesda, Mary land. Cardho lders are given the opt ion to 
sign limi ted power of attorney (LPOA) t o the specialist, to 
allow them to conduct resolut ion activities on t he cardholders' 
behalf, including contac t ing police, credit agencies, and other 
authorities, tran slating infor mat ion, and closing and replacing 
breached accounts. 

Lost Wallet Assistance: Cordho lder's will be provided 
assistance with notify ing the appropriate issuing author iti es 
to cancel and replace stole n or missing items , such as their 
debit/credit cords , drive r's license, Social Security card, and 
passport. 

Single Bureau Credit Monitoring: Cardho lders' TransUnion 
credit file will be mon itor ed for changes that could indicate 
fra ud such as new credit inquiries, an address change or new 
credit occount(s) opened in th eir name. An alert notificat ion 
via emai l will be sent anytime a hard inquiry is made on t he 
cardholders' TransUnion credit file so they can take immed iate 
action to m inimize damage. 

To tak e advantage of thi s service, the card holder mus t enter 
their Social Security number on the dashboard and poss credit 
authentication . 

Financial Account Takeover: IDT monitors cardholder's high
risk transactions with more than 300 of the not ion's largest 
compan ies to uncover and thwart account takeover attempts. 
Monitored transactions include: 

• Deb it /cred it cards/p repaid cards 

• Bank accounts 

• Brokerage accounts 
• Healthcare portals 

• Workplace i ntronets 

• Other services (e.g. peer-to-peer fund transfers) 

To take advantage of this service, the cardho lder must enter 
the accounts they wish to protect on the dashboard. 

URL and Domain Monitoring: URL and Doma in monit oring 
allows Cordholder t o enter up to 10 domain or URL names 
related to cardholder's business. This service wi ll monito r 
the domain and URL names for any comprom ised ema il 
addresses associated with the domain or URL names and if 
compromised ema il add resses ore found in a data breach, 
thi s service will alert the registe red cordholder via ema il and 
provide information regarding the specific ema il address that 
was breached along with informat ion about the dote found 
and source (provided that this info rmation is availabl e). 

For more infor mation regarding the services stated above and 
additiona l information , please visit https://mastercardus. 
idprotectiononline.com/. 

Charges: 

There is no charge for these services, they ore provided by your 
fina ncial institution. 

Services NOT Provided : 

• When it is det erm ined you hove committed any dishonest. 
crimina l. mal icious or fraudulent act. 

• When your financial institution or card issuer which provides 
t his service, has investigat ed the event and deemed you are 
responsible for the charge or event. 

• When any theft or unauthorized use of an account by a 
person to whom the account hos been entrusted hos been 
committed . 
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Program Provisions for Mast ercard ID Theft 
Protection: 

This service applies only to you, the named Mastercard 
cardholde r. You shall use due diligence and do all th ings 
reasonable to avoid or d im inish any loss or damage to 
property prot ected by the program . The provider, Generali 
Global Assistance, relies on th e truth of statement made in 
the affidav it or declarat ion from each card holder. This service 
is provided to eligible Mastercard cardhold ers at no add itional 
cost and is in effect for acts occurr ing while t he program is in 
ett ect. I he terms and conditions contained in this program 
Guide may be modi fied by subsequent endorsemen t s. 
Modificati ons to the ter ms and cond it ions may be provided 
via additional Guide mai lings, state ment insert s, or stat ement 
messages. Maste rcard or your financial inst it ution can 
cancel or non-renew these services, and if we do, we wil l 
notify you at least thirty (30) days in advance . If the provider 
non-renews or cancels any services provided t o eligib le 
Master card cardholders, you will be notified with in 30-1 20 
days before the expiration of the service agree ment. In t he 
event substa ntially simila r coverage tokes eff ect w ithout 
inte rrupti on, no such notice is necessary. For general quest ions 
rega rding th ese services, please contact 1-800-Mastercard. 
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